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INTRODUCTION TO THE BUSINESS EDUCATION EDITION 

 

International Trade is, at the business and legal level, a term which covers a wide and diverse 
set of concepts and laws involving international and domestic business, as well as compliance 
issues. 

The reality is that most businesses, even if not directly involved with international trade as a 
buyer, seller or service provider, are nonetheless affected by it, through the use of foreign made 
products and materials, or by competition. 

Legal issues are an unavoidable part of business.  Managing Import and Export Opportunities 
and Risks seeks to place those issues in the context of business practicalities. 

This edition addresses business implications in the context of domestic and international laws, 
treaties and established commercial trade practices. 

The goal of the Business Education Edition of Managing Import and Export Opportunities and 
Risks, is to provide a rich understanding of the issues affecting international trade today and to 
help you appreciate, and more importantly, identify the opportunities and risks affecting your 
business transactions. 
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The balance between government and 
importer compliance responsibility has 
changed. 

From a practical standpoint the 
obligation to comply rests entirely with 
the importer. 

4. IMPORTER’S RESPONSIBILITIES & LIABILITIES 

Executive Briefing 

The majority of laws relating to imports hold the importer responsible. 

While problems may have resulted from exporter conduct, it is the importer over 
whom a government has jurisdiction.  Too often, importers rely upon the seller's, 
manufacturer’s or exporter's knowledge and ability to comply with the import 
requirements of the importing country. 

While the exporters can contractually be held responsible for any damages, their 
liability is only by means of indemnification.  It is the importer who will be the direct 
target in any domestic problems. 

Historically, there has been a very clear delineation between the obligation of the 
government and the importer.  The importer's obligation was to make a complete 
disclosure of the facts relating to a transaction and to submit complete and accurate 
supporting documentation.  The government's obligation was to make the legal 
determination as to the consequences of the importer's facts. 

4.1. INFORMED COMPLIANCE 
Under a new notion of shared responsibility, the 

government is still obligated to make the final legal 
determinations, but the preliminary burden for 
both factual and legal determinations has been 
shifted to the importer under the idea of "Informed 
Compliance."15  This concept of Informed 
Compliance requires importers, at minimum, to 
exercise "Reasonable Care" in their efforts to 
comply with the law. 

In meeting the "Reasonable Care" standard, the 
[House Ways and Means] Committee believes that  

an importer should consider utilization of one or more of the 
following aides to establish evidence of proper compliance; seeking 
guidance from the Customs Service through the pre-importation 
or formal ruling programs; consulting with a Customs broker, 
customs consultant, or a public accountant or an attorney; using 
in-house employees such as counsel, a Customs administrator, or if 
valuation is an issue, a corporate controller, who has experience 
and knowledge of customs laws, regulations, and procedures; or 
when appropriate, obtaining analyses from accredited labs and 
gougers for determining technical qualities of an imported 
product. 
 
For example, in seeking advice for a classification issue, the 
Committee expects an importer to consult with an attorney or an 
in-house employee having technical expertise about the particular 
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Trade Trivia 

What do these men have in common? 

Chester A. Arthur, the 21st President of 
the United States  

and 

Pat Garret, the lawman who shot “Billy 
the Kidd”  

merchandise in question.  In seeking advice for a valuation 
question, the Committee expects an importer to consult with an 
attorney or a public accountant, and, as appropriate, personnel 
within the company knowledgeable regarding the importer's 
accounting system and how costs elements are booked.16 

Based upon past practices where the law imposed 
a comparable standard of "responsible supervision 
and control," this new standard of care is likely to 
have the effect of imposing on the importer the 
obligation not just of honesty, but of correct 
judgment.  In cases involving "responsible 
supervision," Customs has consistently held that, 
since errors would not occur if there had been 
responsible supervision, the existence of the error is, 
by definition, proof of a failure to exercise 
responsible supervision.  So, under the newly 
imposed obligation of Informed Compliance, the 
existence of an error or the failure to discover the 
error may well constitute prima face evidence of a 
failure to exercise reasonable care. 

Informed Compliance does not change basic 
obligations, but establishes a new standard of reasonable care, by which 
compliance is measured and imposes a greater burden on the importer at the 
outset. 

An importer's responsibilities can be summarized as the obligation to: 
 Declare goods, 
 Provide complete and accurate documentation, 
 Comply with legal requirements, 
 Pay Duties, Taxes, and Charges, and 
 Maintain Records 

These obligations arise at the time that goods are exported or imported 
but, like a warranty, they remain continuing obligations of the importer. 

4.2. DECLARED GOODS 
Everything imported into the United States, unless specifically excluded, 

must be declared.17  Although everything must be declared, it does not mean 
that everything will be subject to duty or import restrictions. 

The failure to declare can result in a civil penalty or civil seizure and 
forfeiture,18 and, though less likely to arise in general commercial 
transactions, criminal prosecution. 

Non-declaration need not be intentional.  It can occur inadvertently as a 
result of practical and normal business practice. 

For example: 
Take the correction of an under-shipment.  

One thousand (1000) articles are ordered at $25.00 each for a total 
of $25,000.00 which is declared.  However, it turns out only 900 were 
shipped.  When the next order of 2000 is shipped, an additional 100 

They were all Collectors of Customs 
which, prior to 1913, was a prized 
political appointment. 
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pieces are added to the shipment, to make up for the earlier short 
shipment.  Since the 100 pieces were part of an earlier invoice, they are 
not invoiced in the second shipment.  Consequently, there is an under 
declaration of 100 pieces on the second shipment.   Customs considers 
each shipment on its own, and therefore there is an under declaration 
of $2,500, even though the 100 pieces had been declared in the first 
shipment.  

If the under declaration is discovered during an inspection of the 
second shipment, the entire shipment could be seized and subjected to 
a monetary penalty.  The innocent nature of the failure to declare will 
serve only to mitigate the extent of penalty.19  Full and proper 
declaration starts with complete and accurate documentation. 

4.2.1. PROVIDE COMPLETE AND ACCURATE DOCUMENTATION 
The starting point for the government's determination of the 

admissibility of a product into the United States, and the 
assessment of duties and taxes, is the documentation of the 
international sales transaction and its shipment, e.g., invoices, 
transport documents, and special documentation.  Importers are 
held responsible for the accuracy of documentation presented to the 
government, even though it was prepared by someone else, over 
whom the importer has no direct control, usually the exporter.  The 
importer may never have seen the documentation before it was 
submitted to Customs. If the documentation is incomplete, 
inaccurate, misleading or false, the government's evaluation of the 
transaction is affected.  Depending upon the nature of the problem 
with the documentation, the importer can be hampered with 
assessment of higher duties, penalties, exclusion of the goods from 
importation, seizure, or even criminal liability.  (See 
“Recordkeeping” §22.3 at 222.) 

4.2.2. COMPLY WITH LEGAL REQUIREMENTS 
An importer's responsibility to over 40 government agencies, 

including Customs and Border Protection, does not end with the 
release of a shipment and payment of duties.  Each importation 
carries with it a continuing obligation to comply with the law.  
Compliance with the law is assured through the threat of penalties, 
both civil and criminal, as well as liquidated damages, the payment 
of which is guaranteed through the posting of a bond by the 
importer. 

4.2.3. PAY DUTIES, TAXES AND CHARGES 
While Customs duties no longer represent a significant part of 

the revenue of the U.S., collecting them is still part of their mandate 
and when those revenues fall, Congress notices. 

Duties are a form of tax.  Inherent in every importation is the 
obligation to pay the taxes that are due.  The liability for duties, 
taxes and processing fees "constitute a personal debt due from the 
importer to the United States which can be discharged only by 
payment in full."20 The failure to pay duties (taxes) can result in an 
audit, penalties and various legal actions that include loss of the 
right to utilize certain procedures which expedite Customs 
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Customs Brokers are not agents of 
Customs and Border Protection therefore 
payment of duties to a Customs Broker 
does not relieve an importer of its liability 
to pay the duties effectively a second time 
should their broker fail to make the 
payment. 

clearance.   
A deposit of estimated duty is due at or near the time of entry.  

Any additional duty found due begins to accrue interest 30 days 
after liquidation, reliquidation, reconciliation, or the issuance of a 
bill. Duty remains owing and accruing interest even if there is a 
dispute as to its propriety or correctness.  Conversely, interest is also 
paid by the government on excess 
payments or refunds.21 

Customs duties are very often paid by 
the importer to the Customs Broker who 
is clearing the shipment, ultimately to be 
forwarded by the broker when due to U.S. 
Customs.  An importer has several 
payment options, only two of which are 
discussed here.   

In theory, importers still have the 
option of making checks payable directly to U.S. Customs which 
your Customs Broker will deliver to Customs when the Entry 
Summary (tax return) is filed.  

However, in practice, payments are no longer made by check.  
Rather, they are made by electronic funds transfers through 
Customs Automated Clearing House (ACH).  If you want the 
security of direct payment, you can set up your own ACH account 
rather than making payment to the Customs Broker who will then 
in turn make payment through its ACH account. 

4.2.3.1. AUTOMATED CLEARING HOUSE (ACH) 

Almost all payments today are made electronically 
through an Automated Clearing House (ACH) which 
permits Customs to withdraw the duty payments 
declared on a Customs Entry from the importer's or 
Customs Broker’s bank account.22 Unless the importer’s 
goal is to have the Customs Broker finance their Customs 
duties, the use of a “zero balance” ACH account, where 
the duty on an entry is deposited into the account when 
due can provide effective financial controls.   The use of 
ACH in conjunction with the payment under a Periodic 
Monthly Statement can be an effective means of 
managing cash flow. 

4.2.3.2. PERIODIC MONTHLY STATEMENTS 

The Automatic Commercial Environment (ACE) has 
a feature known as the Periodic Monthly Statement 
(PMS). This feature allows for the delay of the duty 
payments from the original 10th working day after date of 
Cargo Release to the 15th working day of the month, 
following the release of the cargo.   

The entry summary (CF 7501) still has to be 
presented on the 10th working day, however.  
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Customs Brokers are permitted to act 
as Third-Party Recordkeepers of your 
Customs related records, however, most 
Customs Brokers specifically exclude this 
responsibility in their Terms and 
Conditions unless you make specific 
arrangements with them to do so. 

4.2.4. MAINTAIN RECORDS 
The entire import system is predicated on the validity and 

accuracy of the documents and declarations made, and the ability of 
the government to verify this.  While questions do arise with respect 
to individual importations, more and more often an importer's 
entire operation is reviewed through a periodic audit.  (Customs' 
sister agency had, for decades, been the IRS so a similarity of 
methods is to be expected). 

An importer is required to maintain supporting records for five 
(5) years after importation23 or starting in 2018, three (3) years after 
liquidation of the drawback24 previously from payment of a 
drawback claim25, in order to permit Customs or other agencies to 
review all the determinations as to the classification, appraisement, 
compliance with other laws, and the importer's right to import or 
export merchandise.26  The failure to maintain or provide records 
can result not only in a change in position as to classification, value 
or admissibility; it can also result in penalties of up to $100,000 or 
the value of the goods at issue.27 (See “Recordkeeping” §22.3 at 
222.) 

The fact that records must be maintained does not, however, 
mean that the importer itself must maintain them.  The law 
provides for the alternative of certifying others to act as record 
keepers. 

The law, as amended in 1993, expands 
the scope of record keepers beyond the 
importer or importer of record to include 
the owner, consignee, entry filer (usually 
the Customs Broker) or any of their 
agents who directly or indirectly cause the 
importation, transportation, or storage 
under bond of merchandise.28  
Nevertheless, while Customs may 
generally require an agent to provide 
documents relating to a transaction, it is 
ultimately the importer who will bear the consequences of the 
failure to maintain the required records. 

In line with Informed Compliance is an obligation to maintain 
the records to support your entry declarations. 

 
 

– Balance of page intentionally left blank – 
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15 19 U.S.C. 1484 as amended by Public Law 103-182,  107 Stat 2200 Section 637(a). 
16 House Ways and Means Committee Report, H.R. Rep. No. 3450, 103d Cong., First Sess. 120. (1993) 
17 19 C.F.R. 148.11 
18 19 C.F.R. 148.18(a) 
19 19 C.F.R. 148.18(b) 
20 19 C.F.R. 141.1(b)(1) . 
21 19 U.S.C. 1505 as amended by Public Law103-182, 107 Stat 2205, Section 642(a). 
22 19 C.F.R. 24.25 
23 19 C.F.R. 162.1c 
24 Changed from date of payment to date of liquidation. Trade Facilitation and Enforcement Act of 2015, Public 

Law No: 114-125, 130 Stat. 122 §906(c) (2016). 
25 19 C.F.R. 191.5 
26 19 C.F.R. 162.1a(a) 
27 House Ways and Means Committee Report, H.R. Rep. No. 103-361 to H.R. 3450, 103d Cong., First Sess. 321. 

(1993) 
28 19 U.S.C. 1508 as amended by Public Law No. 103-182, 107 Stat 2057, Section 614, 19 USC 1508(a) 
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22. BEST PRACTICES 
“Best Practices” is an often used and rarely defined term.  It has been defined as 

everything from:  
A method or technique that has consistently shown results superior to 

those achieved with other means, and that is used as a benchmark.290 

to 
Commercial or professional procedures that are accepted or prescribed as 

being correct or most effective.291 

Unfortunately, Best Practices have often times become the vehicle by which 
government and management lay down, not just good practices, but goals of perfection 
by which they transfer the responsibility for quality and performance.  With regards to 
Customs, they are frequently set out as factual illustrations rather than rules. 

Best Practices, in the context of Risk Management for Importers and Exporters, as 
presented here, refers to: 

 Written practices and procedures that facilitate compliance with the existing 
trade laws,  

 Provide for continuity of practice during the absence or change in personnel, 
and 

 A means for review and correction of problems that might arise. 
While a company can seek certification from standard industries such as 

International Standards Organization (ISO), those certifications do not necessarily 
address issues that are peculiar to International Trade. 

The following programs make up what your authors believe are the core areas of Best 
Practice in International Trade: 

 Informed Compliance (§22.1 at 212) 
 Known Importer (§22.2 at 220) 
 Recordkeeping (§22.3 at 222) 
 Identity Theft Protection (§22.4 at 227) 
 Supply Chain Security (§22.5 at 229) 

 
 

 
                                                 

290 http://www.businessdictionary.com/definition/best-practice.html 
291 http://www.oxforddictionaries.com/definition/english/best-practice 
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Though defined as a shared 
responsibility between Customs and the 
business community, the concept of 
Informed Compliance places a greater 
burden on the importer to be compliant 
and have a broad understanding of 
Customs Rules and Regulations.  

This is an area where the help of 
your Customs Broker or Trade Counsel 
may be necessary to develop a 
comprehensive and usable compliance 
program. 

22.1. INFORMED COMPLIANCE 

Executive Briefing 

What every business really wants to know about implementing an Informed 
Compliance Program is why they should invest the time, effort, and resources 
necessary to create this program.  You might ask yourself, “If Customs hasn’t 
complained about what we are doing so far, we must be doing things correctly”. 

There are three (3) reasons: 

1. The law requires it. 

2. Implementing a program can help to minimize the exposure associated with 
problems which inevitably will show up.  And no company is perfect. 

3.  Customs reviews are not based upon single transactions as much as annual 
reviews.  When covering an entire year, any problem discovered is likely to be 
systemic and therefore pose a greater financial risk. 

 

The fact is, you don’t have a choice as to whether you create one.  You will. The 
only issues are as to when and whether you do it voluntarily on your own schedule 
or as a result of government compunction under their time constraints. 

 

 “Informed Compliance” is defined as “A shared 
responsibility wherein Customs effectively 
communicates its requirements to the trade, and the 
people and businesses subject to those requirements 
conduct their regulated activities in conformance 
with U.S. laws and regulations.”292  In practice, 
importers are tasked with knowing the details of the 
rules and regulations and complying with them.  

The very nature of both Compliance and 
Enforcement is always evolving.  In 2005, Customs’ 
view of Informed Compliance had definitely shifted 
from cooperation to enforcement. One Customs 
Regulatory Audit Regional Field Director expressed 
the new priority as: “We're going after penalties 
rather than just saying we'll take the loss of 
revenue."293  

From Customs’ Perspective:  
A program of internal controls goes beyond drawing up a 

compliance manual with the normal buzzwords designed to 
impress auditors.  The program should be tailored to the products 
being imported and should include documentation and records 
proving Country of Origin and compliance with duty preferences 
under U.S. trade agreements. 
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CAUTION 

     The 2014 Court of Appeals for the 
Federal Circuit in U.S. v Trek Leather 
addressed officer individual liability 
based upon the degree of direct 
involvement in import transaction as 
opposed to more removed supervision.   

     In smaller companies where the 
distance between management and 
operations is shorter, this could affect 
traditional notions of officer immunity. 

The internal compliance manual should be updated when new 
products are imported.  Companies should demonstrate that 
employees have undergone compliance training and that managers 
are closely monitoring all import activities. 

22.1.1. FAILURE TO ESTABLISH AN INFORMED COMPLIANCE PROGRAM 
Customs cannot easily determine if you have a viable compliance 

program in place if it is not in writing.  It will be presumed that you 
do not have one and that you are not in compliance. (See 
“Establishing the Informed Compliance Program” §22.1.8 at 216.) 

The program has to be reduced to writing to allow for a review 
of your practices in comparison to what you actually do. 

If you establish an Informed Compliance Program, evidenced by 
written corporate policies, and you diligently undertake to comply 
with your own policies, then you will, at least to some extent, be 
rewarded for your efforts even if you do 
not fully succeed in these compliance 
efforts. In many areas of U.S. regulatory, 
civil and criminal law involved in trade an 
opportunity exists for reduced penalties in 
exchange for diligent effort.  In the case of 
U.S. Customs, the reward can be 
assistance in designing and implementing 
revisions to your policies and procedures 
in time to implement those changes and 
possibly foregoing or mitigating a penalty. 

If you have not established a program on 
your own, or you have no formal written 
compliance policy, or you are not diligent 
in following your own policies, the 
government presumes that you are not likely to be very diligent in 
following their rules and you will be given No Quarter. Your 
chances of being subject to full compliance review and audit will 
increase as well as your chances of a significant penalty.  

In the end, you will need to invest the time and effort to comply.  
The only question is under what circumstances you will make that 
investment: voluntarily, under your control as Informed 
Compliance, or involuntarily, under government threat of penalty 
after the knock on the door as Enforced Compliance. 

22.1.2. FAILURE TO ADHERE TO AN ESTABLISHED INFORMED 
COMPLIANCE PROGRAM 

The only thing worse than not have a written compliance 
manual, is having one that you don’t follow. 

If you don’t follow your own compliance procedures why would 
Customs believe that you are following their rules? 
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One of the sources of this problem is using a canned Informed 
Compliance Program.  They look good.  They are inexpensive.  But 
they reflect some perfect model of what you should do.  They do 
not reflect what you actually do.  

The best way to make sure you have an Informed Compliance 
Manual that you can follow is to start with documenting what you 
do, and then making as few changes as possible to correct any 
deficiencies.  

22.1.3. COMPLIANCE EVALUATION 
Customs evaluates your compliance initially through a Focused 

Assessment.  Essentially, a Focused Assessment is a mini audit 
evaluating business systems, business and transaction records, as 
well as a sampling of import transactions.  Typically, the initial 
review is of about 20 entry transactions. For each type of 
transaction or program you utilize, evaluations are graded on each 
program separately.  So, if you import paying full duty, and duty 
free under NAFTA and Oman Free Trade Agreement, you will be 
subject to 3 reviews. If issues arise during the initial review the 
number of entries reviewed may also rise. 

It is important to understand that multiple errors in a single 
transaction are not viewed as a single failure, but as multiple 
failures, which is why reaching a required compliance rate is often 
difficult. 

22.1.4. FAILURE TO ACHIEVE COMPLIANCE LEVELS 
Achieving compliance levels of 99%, which is what Customs 

considers a passing grade, in every area of your business is not a 
practical expectation.  In most areas, at best, it is a goal to be strived 
for. 

There are, however, certain areas where you should be able to 
more easily meet those goals. 

 Ensuring that the value of goods declared matches to 
what was actually paid.  This includes the cost of any 
additional amounts related to the imported products 
that you paid to third parties and/or were provided to 
the manufacturer free of charge or for less than their fair 
market value – (See “Additions to Transaction Value 
Appraisement” §11.2 at 75.) 

 Ensuring that you can locate supporting records 
 Ensuring that management understands what 

compliance rules apply to them 
 Ensuring that management actually knows what goes on 

in this end of the business. 
If you fall below the 99% compliance level in any area, but are in 

general compliance elsewhere, Customs will give you an 
opportunity to submit and implement an Improvement Plan.  They 
will then, most likely, want to review the implementation to make 
sure they were effective. 
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If there appears to be a revenue loss and you cannot provide 

documents to allow a determination of the amount based upon 
smaller samplings of books and records, then you are headed for an 
Audit. 

22.1.5. SUPPORT FOR ESTABLISHING A COMPLIANCE PROGRAM. 
Establishing an Informed Compliance Program need not be overly 

burdensome.  The problem in getting a program in place is that for any 
compliance program to work it is essential that top management support the 
effort.  

This support can be difficult to obtain if management cannot see the 
justification or return on the investment of the time, effort, and expense. 
Businesses evaluate the need for resource-consuming compliance programs 
based upon its perception of expected return or the cost of non-compliance.  

Management’s evaluation of any non-compliance is likely based upon the 
expectation that their staff knows what it is doing, perceived tangible 
evidence such as delays in shipments,  an increase in duty or other costs, 
penalties, or the proverbial Government knock on the door.  Unlike years past, 
when every document submitted to Customs was reviewed, and most 
shipments were inspected, the years of transaction-by-transaction review have 
given way to post importation/exportation reviews after extended periods of 
time.  Today, examination of a shipment’s paperwork is rare and, in many 
cases, like an income tax return, no supporting documents are ever filed. 
These after the fact reviews sometimes occur a year or more after the fact, 
which means that potential problems are allowed to accrue in silence under 
the mistaken belief that the absence of a complaint by the government means 
that there are no problems.  In reality, it just means that Customs hasn’t looked 
for them yet.  Well, now they are very likely to do so. 

While most companies believe that it is their conduct alone that triggers a 
Customs’ review, it can also be the result of an industry review of certain 
types of transaction, problems with types of goods, the vendors from which 
they are sourced or "…originate from referrals from other CBP disciplines 
utilizing risk management principles to identify specific companies involved 
in certain types of transactions."294   

This means that your compliance review, whether it is through a Request 
for Information or a Focused Assessment, may not be the result of your 
conduct.  You can be doing everything correctly.  Nevertheless, your 
transaction may have something in common with others that are not so 
correct. 

22.1.6. IMPORTER SELF-ASSESSMENT  
Importer Self-Assessment, also known as ISA, is another 

voluntary program that offers certain benefits to members such as 
removal from Regulatory Audit’s pool for Focused Assessments and 
additional leeway with prior disclosures.  

If you are a C-TPAT member in good standing, your level of 
imports is significantly large and you have internal auditors who 
will, in lieu of Customs, perform an annual audit on your 
transactions, you may want to consider this program. 
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Even if your company is not 
publically traded it might still follow SOX 
type protocols. 

Check with your chief financial offer 
or financial controller to determine 
whether your company operates under a 
Sarbanes-Oxley type compliance 
program and how it affects operations 
and documentation. 

22.1.7. SARBANES-OXLEY (SOX) 
Customs and Trade Compliance can also impacts regulatory 

programs not normally considered in the context of international 
trade.  

Sarbanes-Oxley was introduced in 2002 to impose on directors 
of publicly traded companies an affirmative obligation to ensure 
accurate financial management and 
reporting.  To some extent it also applies 
to privately held companies, when they 
submitted financial statements, to publicly 
traded companies such as banks.  Even 
though not required, some larger privately 
held companies nevertheless employ 
comparable financial compliance 
standards as part of their best practices. 

International purchase and sales fall 
directly within the purview of SOX and 
although often times ignored, financial 
payment practices being very different than those employed in 
domestic transactions can easily run afoul of corporate guidelines.   

If your company does adhere to SOX protocols you should 
consider coordinating your trade compliance activities with your 
company’s finance department. 

 

22.1.8. ESTABLISHING THE INFORMED COMPLIANCE PROGRAM 
There are many ways to set up and maintain an 

Informed Compliance program. However, regardless of 
the scale of the program you choose to implement, or how 
you chose to implement it, certain things remain constant. 

 
1. The process starts with authority, commitment, and a 

mandate from senior management.   
2. You cannot entirely outsource either your responsibility or 

your liability to an outside consultant. It requires your direct 
involvement. 

3. This is not a process that you can do totally on your own.  
Independent expertise is needed. 

4. This cannot be just another project.  It, like quality, has to become part 
of the corporate culture. 

5. It will require a commitment of time and resources to get started but it 
must become part of the daily routine and, eventually, it will. 

6. During the process you will uncover problems that were either not 
recognized, ignored, or were even hidden. But it is better that you find 
them (and remedy them) than the Government find them. 

7. Opportunities to reduce duty expenses or improve operations are also 
often discovered during the process and sometimes even the opportunity 
to recover past duties from the government as well. 

  

What Every Member of 
the Trade Community 

Should Know About: 

Reasonable Care 
(A checklist for 

Compliance) 

 
AN INFORMED 
COMPLIANCE 
PUBLICATION 
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8. The benefit clock only starts when your effort starts.  There is no 

retroactive tolerance or leniency offered if you start an Informed 
Compliance Program late. 

9. Change is inevitable.  Businesses change and your compliance program 
must adapt. 

The goal of any good Informed Compliance Program is 
obviously to prevent problems from developing in the first place, 
and if they do (and some inevitably will) to be able to find them and 
address them while they are small and before the government does, 
all with as little additional overhead as possible. 

Since each business is as different as are their transactions and 
management styles, a cookie cutter or off the shelf approach to 
either implementing or maintaining an Informed Compliance 
Program is generally inefficient, impractical, and, in the long run, 
more expensive.  Cookie cutter and off-the-shelf programs rarely 
reflect what you are actually doing and that makes you look like you 
are ignoring even your own procedures, which will do more harm 
than good. 

One efficient method for implementing and maintaining an 
Informed Compliance Program is through a Spiral Approach.  

In a Spiral Approach, rather than viewing implementation as an 
isolated and all-consuming project where all areas and all issues are 
addressed simultaneously, the process starts with an understanding 
of the systems that exist through limited sampling, and then to 
establish a program that progresses in incremental stages based 
upon exigencies, issues, volume, and time since last review.  

The Spiral Approach focuses on Best Practices aimed at avoiding 
problems.  It focuses on the use of small samplings to rapidly 
identify problems while they are small, resolving those problems 
and revising systems to avoid them in the future. 

It views compliance and quantification and resolution of past 
problems as related but separate activities.  It attempts to avoid 
large-scale samplings traditionally associated with compliance 
reviews since it is not usually necessary to quantify a problem in 
order to recognize that one exists.  Quantification deals with history 
that we cannot change.  It is expensive, time consuming and often 
undertaken at the expense of a rapid correction of the problem.  
You cannot avoid the consequence of past mistakes and a more in-
depth review may be necessary to file a Prior Disclosure in order to 
mitigate penalties, but you cannot change the past. (See “Voluntary 
Prior Disclosure - The Preemptive Strike” §21.2.1 at 204.) You can, 
however, change the present and future. 

22.1.9. THE SPIRAL IMPLEMENTATION APPROACH 
The Spiral Approach presumes that you 

are doing most things correctly. What is 
needed is to reduce those practices to writing 
and to fix only those areas which are deficient. 

The Spiral Approach recognizes that the 
easiest way to develop Best Practices that 
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The number one enemy of all 
compliance programs is procrastination. 

The second is assuming that you are in 
compliance just because no one has said 
anything, yet. 

work is not to superimpose new systems on overly worked staff, but 
rather to take the systems that already exist, reduce those Best 
Practice rules to writing, make as few adjustments as is possible to 
improve compliance, and to implement those changes in prioritized 
stages until they become part of the daily routine. Experience shows 
that trying to implement too many changes at one time will not 
result in sustainable improvement 

The Spiral Approach to implementing 
an Informed Compliance Program is 
divided into eight (8) phases.  You get to 
set the time for each phase which will 
depend upon the size of the company and 
the nature of your business. 

Most important is to start, set 
reasonable target deadlines, and KEEP 
THE PROCESS MOVING.   

A full copy of the Spiral 
Implementation Approach, along with all worksheets, is available 
free by contacting the authors. (See “Free From the Authors §23 at 
241.) 

THE EIGHT PHASES OF THE SPIRAL APPROACH 
 

Phase 1 – Preliminaries – Getting Ready 
Understanding who needs to be involved – who has answers and authority. 

 

Phase 2 – Familiarization with Existing Systems and Records  
Based upon discussion with staff who are supposedly involved with the 
identification and maintenance of the records and where and how to find 
these records 

 DRAFT - Transaction Flow Memorandum explaining what type of 
transactions the business undertakes and the flow of 
communications with respect to each one. 

 DRAFT - Records Memorandum explaining what documents are 
maintained, how they are identified, where they are maintained, 
and who is responsible for their maintenance and retrieval. 

Phase 3 – Documenting Existing Systems and Records  
(One File Review - One file for each type of transaction, e.g., Import 
Transaction, Export Transaction, FOB Shipment vs DDP Shipment, or one 
where you’re importing under a special program, such as NAFTA. 

 DETERMINE - If the documents pulled match what the staff 
reported in the discussion referenced in Phase 2.   

 DRAFT - Recordkeeping Memorandum with examples from each 
file(s) pulled. 

Phase 4 – Preliminary Record Test  
(Two File Review - Two for each of the transaction types identified in Phase 
3) 

 COMPLETE - General Company Questionnaire. 
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 UPDATE - Transaction Flow Memorandum or Memorandums if 

processes are substantially different. 

 UPDATE - Records Memorandum or Memorandums if processes 
are substantially different. 

Phase 5 – Preliminary Review of Substantive Matters 
 COMPLETE - Valuation Questionnaire(s). If goods are purchased 

on a different basis or there are different relationships between the 
buyer and seller, then a separate Valuation Questionnaire might be 
required for each. 

 COMPLETE - Classification Questionnaire(s).  A different 
questionnaire might be required for different classes of products. 

 COMPLETE - Shipping and Receiving Questionnaire. 
 

Phase 6 – Detailed Review of Identified Issues 
 DRAFT - Corrective Action Memorandum which identifies issues 

which need to be addressed along with their priority and who will 
be responsible for implementing the corrections. 

 CALENDAR. After prioritizing corrective actions, identify 
reasonable timelines for implementation. 

 DETERMINE - If there is a need for a Prior Disclosure to address 
past problems. 

 DRAFT - The Informed Compliance Memorandum.  To the 
extent possible, by copying or referencing any of the other 
memorandums and or questionnaires. 

Phase 7 –Implementing Fixes 
 IMPLEMENT Corrective Actions. 

 UPDATE - Transaction Flow Memorandum. 

 UPDATE - Informed Compliance Memorandum. 

 CALENDAR - Follow-up for 30, 60, and 120 days to determine if 
corrective measures are being implemented and proving effective 
or require further changes.  Following up on corrections is the 
hallmark of good compliance.  It demonstrates your attention to 
detail and is looked upon favorably by Customs  

 

Phase 8 – Periodic Follow-up  
(Three File Review – Three for each of the transaction types identified in 
Phase 3 PLUS any new types of transactions.) 

Business is not static.  Employees are not static.  Review to see what if 
anything has changed.  How frequently follow-ups are performed will be 
determined based upon the issues identified. Problem areas should be 
reviewed more frequently than general operations. 

 CALENDAR - Periodic Follow-up, 

 ACTUALLY - Perform the Periodic Follow-up. 

Return to Phase 3.  
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Nothing is ever free, but in 
international trade this is a close as it gets. 

It is a relatively painless way to 
improve operations and to identify 
weaknesses in your current practices. 

To make your participation as easy 
as possible, ask your Customs Broker if 
they have access to the BKIP functions 
of Trade-ID. 

The BKIP functions of Trade-ID 
provides for password protected online 
access to the BKIP questionnaires, which 
is obviously faster and easier than 
handling paper, provides for the ability 
to update information in the future 
rather than completing new 
questionnaires, and to easily upload any 
supporting documents. 

                                                 
292 House Ways and Means Committee Report, H.R. Rep. No. 3450, 103d Cong., First Sess. 120. (1993) 
293“The Journal of Commerce” (Nov. 9, 2005) (quoting regional field director Robert E. Allen).  
294 Quick Response Audits, Customs and Border Patrol (Jan. 17, 2006); See 

http://www.customs.gov/xp/cgov/import/regulatory_audit_program/rad_program/focused_assessment/quick_re
sponse.xml 

 

22.2. KNOWN IMPORTER 

22.2.1. TRUSTED TRADER 
The Trusted Trader program, introduced in June 2014 is an 

effort by Customs to unify several compliance programs, creating a 
more holistic and efficient approach to shipment processing and 
increased importer benefits. 

Ultimately, it is intended to coordinate with comparable 
programs in other countries as part of a global initiative under the 
Security Framework. 

Unfortunately, the program came with a very high cost of 
participation, which effectively limited availability of Trusted 
Trader benefits to only the largest importers.   Participation is 
limited to those importers who are C-TPAT Tier 3 (most smaller 
importers are only validated as Tier 2) and who also participated in 
the Importer Self-Assessment program (ISA), which essentially 
requires an annual internal audit of import compliance.  

22.2.2. BROKER KNOWN IMPORTER PROGRAM (TRUSTED TRADER LITE) 
The Broker Known Importer Program 

(BKIP), introduced in May 2015, with its 
lower cost of entry, holds the promise of 
bringing some of the Trusted Trader 
benefits within reach of smaller importers. 

While touted as a new program, in 
many ways it merely formalizes what many 
good brokers have been doing with their 
clients for decades, except that now the 
Customs Broker and the importer actually 
get some tangible benefit for the effort.  

Precisely what benefits will come from 
participation in the BKIP is not yet 
known, but it is clear that it is intended to 
provide some295 to be an essential part of a 
more global and integrated approach to an 
importer’s Informed Compliance and 
Customs shipment processing. 

The object of the BKIP is to create an 
impetus for the Customs Broker who is 
filing importer information to take 
affirmative steps to confirm a client’s 
identities, better understand their client’s 
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import operations and practices and, where necessary, to educate 
them about their responsibilities.  

From a Customs’ perspective, it is hoped that it will improve 
importer compliance allowing Customs to better focus its resources 
elsewhere. 

For the importer perspective, if you qualify, it is expected that it 
will allow Customs to improve the processing of your entries. 

From the Customs Broker’s standpoint, it enhances ability to 
maintain client communications and better service the client. 

You can expect that the broker will: 
 Ask you a lot of questions about every area of your 

import and business practices that affect your 
compliance with the Customs rules; 

 As necessary, ask you for supporting documentation,  
 Discuss with you any areas of concern; 
 Provide you with information and publications needed 

to improve your knowledge and compliance activities; 
 Update the information with you periodically; and 
 Maintain the information and make it available to 

Customs to support the benefit that comes from 
designating an Importer as “Known.” 

 From a compliance standpoint many of the questions 
your broker will ask and issues they will review will serve 
as a good starting point for establishing an Informed 
Compliance program or identifying issues within your 
existing program.  

 
                                                 

295 Trade Facilitation and Enforcement Act of 2015, Public Law No: 114-125, 130 Stat. 122 §101 (2016) 
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Creating a sample document 
package with annotations (highlighting 
and colored pens work exceedingly well) 
as to what information connects records 
together and where they are generally 
filed in the office is a low cost but highly 
efficient means of documenting your 
record retention system. (See  “The Spiral 
Implementation Approach”, §22.1.9 at 
217.) 

22.3. RECORDKEEPING 

Executive Briefing 

Customs has the right to evaluate and/or re-evaluate your transactions at any time.   

Customs expects that you will be able to support any claims you make through 
documentation.   

Unlike recordkeeping for tax purposes, which focuses primarily on financial 
transactions, under Customs law, documentation is also required to substantiate 
other details about your product, its development, usage and your eligibility for every 
duty remission program you used. 

An effective Customs Recordkeeping program is not difficult to maintain, if 
properly set up.  The setup may, however, require assistance from either your Customs 
Broker or an attorney experienced in Customs matters to determine which of the over 
200 types of documentation and information you are required to maintain. 

 

22.3.1. OBLIGATION TO MAINTAIN RECORDS 
Importers are required to keep records tracing a transaction 

from the time the product is purchased until the disposition of the 
products.  It is essential to be able to trace the entire transaction 
using these documents as Customs may make requests for these 
documents.  The importer is responsible for maintaining these 
records even if it uses a Customs Broker who retains copies in 
fulfillment of their own recordkeeping compliance obligations. 

22.3.2. DOCUMENTS TO BE MAINTAINED AND HOW 
With some limited exceptions, trade related documents must be 

kept for five (5) years.296   
Many of the trade related documents 

are also revenue documents.  Care needs to 
be taken not to dispose of revenue 
documents prematurely by relying on the 
Customs Recordkeeping timelines 
without taking into consideration 
recordkeeping rules of other agencies with 
which you might be involved.  

The documents need to be maintained 
in a secure location and be readily 
accessible.  Readily accessible can be a 
major problem if not addressed in 
advance. 

 As records get archived and time passes it can become 
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CAUTION 

You are NOT required to maintain 
every record listed in the “(a)(1)(A)” list; 
only those that apply to your product 
and transaction. 

Your answers to the Broker Known 
Importer questions will help identify 
which documents relate to your 
transactions. 

Your Customs Broker and/or Trade 
Counsel can assist you in identifying 
which documents you need to retain. 

more difficult to locate specific documents with the 
archive.   

 In many smaller companies the precise 
location of records rest almost exclusively 
within the memory of  

 employees who may no longer be there. 
 Cross referencing information which would 

allow someone to find financial records 
relating to a trade transaction, too often is not 
on the documents and is based upon the 
experience of employees who may have left. 

Maintaining documentation as to how records are 
archived, where and how to find them, and who to 
contact for assistance can avoid the problem.   

22.3.3. OBLIGATION TO PRODUCE RECORDS 
Customs can make a demand for these records at any time 

during the retention period in the form of a Request for 
Information or in a more formal audit process.  When requested as 
part of a Request for Information, the importer will generally have 
30 days to produce the documents.  Time frames for other demands 
will be different and usually shorter. 

22.3.4. FAILURE TO MAINTAIN OR PRODUCE RECORDS 
The inability to provide 

documentation can lead to an increase in 
duty on your importation or all future 
importation of similar articles, or a review 
of all of your import practices through a 
Focused Assessment or a full blown Audit. 

The documentation which you are 
required to maintain is commonly referred 
to, probably for lack of a better term, as 
the “(a)(1)(A)” list referring to its Tariff 
Act citation – 19 U.S.C. 1509 
(a)(1)(A)297, (19 C.F.R. 163, T.D. 96-1) 

The following is a representative 
extract of the types of documentation 
generally required of all importers to 
maintain and those that would be unique 
to your particular business: 

 
  

  

What Every Member of the 
Trade Community Should 

Know About: 

Recordkeeping 

 
AN INFORMED 

COMPLIANCE PUBLICATION 
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Figure 65 - Documents required to support reduced duty liability claims under other tariff act rules 

 
 

   

Figure 64 - Documentation supporting each declaration made in your Customs Entry 

 

Bond information  (§142.4) 
Bond information (except if 10.101 or 142.4(c) applies)  

(§142.4) 
Bond Number, Bond Type Code and Surety code  

(§142.3) 
Broker/Importer Filer Number  (§§141.61, 142.3a) 
Country of Origin   
Declaration of entry (usually contained on the entry 

summary or warehouse entry).  (§ 141.19) 
Description of Merchandise  (§142.6) 
Entered Value, Charges, and Relationship  (§ 141.61) 
Entry Date  (§141.61) 
Entry Number  (§§ 142.3, 142.3a) 
Entry Summary Date  (§141.61) 
Evidence of right to make entry (airway bill/bill of lading 

or carrier certificate, etc.) when goods are 
imported on a common carrier.  (§§141.11 
through 141.15) 

Exporting Country and Date Exported  (§141.61) 
Foreign Port of Lading   
Foreign Trade Zone Designation and Status  
Foreign Trade Zone Transfers.  Supporting documents to 

CF 214  (§146.32) 
Gross Weight  (§141.61) 
HTSUSA Number  (§142.6) 
I.T. (In-bond) Entry Date (for IT Entries only)   
Import Date and Line Numbers   

Importer of Record Name and Address  (§141.61) 
Importer of Record Number  (§141.61) 
Importing Carrier Name  (§141.61) 
IT/BL/AWB Number and Code  (§141.11) 
Manifest Quantity  (§142.6) 
Manufacturer ID Number (for AD/CVD must be actual 

mfr.)   
Mode of Transportation (MOT Code)   
Net Quantity in HTSUSA Units  (§141.61) 
Packing list (where appropriate)  (§142.3) 
Port Code   
Power of attorney (when required by regulations).  (§ 

141.32) 
Reference Number   
Signature of Declarant, Title, and Date  (§141.61) 
Total Value   
U.S. Port of Unlading   
Ultimate  Consignee Address  (§142.3) 
Ultimate  Consignee Name and Number/street address of 

premises shipment is to be delivered  (§§141.61, 
142.3) 

Vessel, Vehicle or Air Manifest (filed by the carrier)  (Parts 
4, 18, 122, 123) 

Warehouse entry information  (§144.12) 

Documents required for entry of articles exported and 
returned.  (Part 10) 

Foreign shipper's declaration or master's certificate, 
declaration for free entry by owner, importer or 
consignee.  (§§10.1 through 10.6) 

Certificate from foreign shipper for reusable containers.  
(§10.7) 

Declaration of person performing alterations or repairs.  
(§10.8) 

Declaration of processing . (§10.9) 
Declaration by assembler Endorsement by importer.  (§ 

10.24) 
Documents required for Temporary Importations Under 

Bond.  (§§ 10.31, 10.35) 
Declarations for articles exported and returned.  (§§ 10.66, 

10.67) 
Documents for commercial samples, tools, theatrical 

effects.  (§§10.68, 10.69) 
Actual User Declaration (when classification involves 

actual use).  (§10.134) 
End Use Certificate.  (§10.138) 
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Figure 67 - Documents required when importing certain products. 

 
 
   

Additional invoice information required for certain classes 
of merchandise including, but not limited to:  
(§141.89) 

Alcohol Declaration of non-beverage ethyl alcohol, ATF 
permit.  (§10.99) 

Automotive Products Certificate.  (§10.84) 
Beef Certificate of fresh, chilled or frozen beef.   
 (§ 10.180) 
Boat declarations (CG-5096) and USCG exemption.   
 (§ 12.85) 
Certificate of legal exportation  
Cheese. European Community cheese affidavit.    
 (§ 12.6) 
Civil aircraft parts/simulator documentation and 

certifications.  (§10.183) 
Coffee Form O (currently suspended)  (19 U.S.C. 

§1356k) 
Copper fluxing material.  Declarations for copper fluxing 

material  (§10.98) 
Cotton invoice information, additional documents  (Part 

151, subpart F) 
Cultural property declarations, statements and certificates 

of origin  (§§12.104 through 12.104i) 
Drugs, Animal.   Permit animal viruses, serums and toxins  

(§12.17) 
Drugs, Human.  HHS license for viruses, toxins, 

antitoxins, etc. for treatment of man   
 (§12.21) 
Drugs, New.  Notice of claimed investigational exemption 

for a new drug  (§12.23) 
Electronic Products. Form 2877 and required declarations 

for electronics products   
 (§ 12.91) 
Evidence of exemption 
Goods under lease.  Lease Statement  (§10.108) 
Jadeite and Rubies. Documentation supporting importer's 

certification on jadeite, rubies, or articles of 
jewelry containing jadeite or rubies, including 
an exporter's certification.  (§12.151) 

Knives, switchblade.  Declarations for switchblade knives  
(§12.99) 

Lumber, kits. Softwood Lumber Importer Declaration 
Supporting Documentation, Softwood Lumber 

Home Packages and Kits Documentation.  
(§12.142) 

Lumber. Canadian-issued Export Permit, Certificate of 
Origin issued by Canada's Maritime Lumber 
Bureau.  (§12.140(b) and (c)) 

Metal articles.  Declaration by importer of use of certain 
metal articles  (§54.5) 

Milk or Cream.  HHS permit for milk or cream 
importation  (§12.7) 

Motor vehicle declarations  (§§12.73, 12.80) 
Otter skins.  Shipper's declaration, official certificate for 

seal and otter skins  (§ 12.61) 
Pesticides, etc. notice of arrival  (§12.110) 
Petroleum imports sampling/lab information Out turn 

Report 24. to 25—Reserved  (Part 151, subpart 
C) 

Petroleum.  Certificate of importer of crude petroleum  
(§10.179) 

Plants.  Notice of arrival for plant and plant products  
(§12.11) 

Pre-Columbian monumental and architectural sculpture 
and murals  (§§12.105 through 12.109) 

Professional Equipment.  Lists for samples, professional 
equipment, theatrical effects  

  (§ 10.36) 
Purebred breeding certificate  (§§10.70, 10.71) 
Quota goods.  Acknowledgment of delivery for mailed 

items subject to quota  (§132.23) 
Scientific and Educational Apparatus.  Requirements for 

entry of scientific and educational apparatus  
(15 CFR part 301) 

Steel Entries: Ordering specifications, including but not 
limited to, all applicable industry standards and 
mill certificates, including but not limited to, 
chemical composition. 

Sugar imports sampling/lab information (Chemical 
Analysis)  (Part 151, subpart B) 

Toxic substances: TSCA statements  (§§12.118 through 
12.127) 

Trademarked goods.  Consent from trademark or trade 
name holder to import otherwise restricted 
goods  (§§133.21(e), 133.22(c)(3) and 133.23€) 

Wool and Hair invoice information, additional 
documents  (Part 151, subpart E) 
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Figure 68 - Documents required under trade agreements and similar programs 

 
 

 
 

                                                 
296 19 C.F.R. 163.4 
297 19 USC 1509 (a)(1)(A), (19 C.F.R. 163, T.D. 96-1) 

 

AGOA Textile Certificate of Origin and supporting 
records.  (§10.216) 

ATPDEA Declaration of Compliance for Brassieres.  
(§10.248) 

ATPDEA Non-textile Certificate of Origin.  (§10.256) 
ATPDEA Textile Certificate of Origin.  (§10.246) 
BFTA records that the importer may have in support of a 

BFTA claim for preferential tariff treatment, 
including an importer's declaration.  (§10.805) 

BFTA TPL certificate of eligibility.  (§10.820) 
BFTA TPL declaration.  (§10.821) 
CAFTA-DR records that the importer may have in 

support of a CAFTA-DR claim for preferential 
tariff treatment, including an importer's 
certification.  (§10.585) 

Carnets (serves as entry and bond document where 
applicable).  (Part 114) 

CBI  Documents, etc. required for duty-free entry of 
spirituous beverages produced in Canada from 
CBI rum, declaration of Canadian processor 
(plus supporting information).  (§ 10.199) 

CBI  Documents, etc. required for entries of CBI 
merchandise, CBI declaration of origin (plus 
supporting information).  (§§10.191 through 
10.198) 

CBTPA Declaration of Compliance for brassieres.  (§ 
10.228) 

CBTPA Non-textile Certificate of Origin and supporting 
records  (§10.236) 

CBTPA Textile Certificate of Origin and supporting 
records  (§10.226) 

FTA TPL Certificate of eligibility.  (§10.522S) 
GSP  Documents, etc. required for entries of GSP 

merchandise, GSP Declaration (plus supporting 
documentation)  (§§10.171 through 10.178) 

HOPE Act Declaration of Compliance.  (§10.848) 
MFTA records that the importer may have in support of a 

MFTA claim for preferential tariff treatment, 
including an importer's declaration.  (§10.765) 

NAFTA Certificate of origin and supporting records.  (§ 
181.22) 

NAFTA textile requirements.  (§102.25) 
OFTA records that the importer may have in support of 

an OFTA claim for preferential tariff treatment, 
including an importer's declaration.  (§10.865) 

OFTA TPL certificate of eligibility.  (§10.883) 
OFTA TPL declaration.  (§10.884) 
PTPA records that the importer may have in support of a 

PTPA claim for preferential tariff treatment, 
including an importer's certification.  (§10.905) 

SFTA records that the importer may have in support of a 
SFTA claim for preferential tariff treatment, 
including an importer's supporting statement if 
previously required by the port director.  
(§10.512) 

UKFTA records that the importer may have in support of 
a UKFTA claim for preferential tariff 
treatment, including an importer's certification.  
(§10.1005) 

US-CFTA Certification of origin and supporting records.  
(§10.410) 

US-JFTA records that the importer may have in support 
of a US-JFTA claim for preferential tariff 
treatment, including an importer's declaration.  
(§10.704) 
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Mutual verification of identities is as 
much for your protection as it is for your 
service providers.  

CAUTION 

If a Customs Broker is satisfied with 
you merely filling in a Power of Attorney 
and signing it, you should probably be as 
concerned about them as they would be 
about you if you refused to provide them 
information and documentation 
requested or refused to cooperate in 
verifying it. 

22.4. PROTECTING YOUR BUSINESS FROM IDENTITY THEFT IN INTERNATIONAL 

TRANSACTIONS 

Executive Briefing 

Identity theft is not just for individuals, credit cards and bank accounts.  In 
International Trade, the theft of identity has spread to businesses where it has been 
the good reputation that the business has with government agencies which is being 
stolen as a vehicle for circumventing interdiction. 

You cannot stop it.  But you can take steps to protect against it, identify it in its 
infancy, and garner cooperation from the government in doing so. 

Your authors consider the risk to be significant enough that we want to help you 
help yourself.  (See “Free from the Authors” §23 at 241.) 

 

22.4.1. PROTECTING AGAINST IDENTITY THEFT 
Identity theft is as much a problem for service providers as it is 

for importers and exporters. Just as you will want to know the bona 
fides of those you authorize to act as your 
agent, e.g., Customs Brokers, NVOs, 
Forwarders, you can expect that they will 
want to confirm your bona fides as well. 

This mutual verification of identity 
and authority is an essential part of 
protecting against Identity Theft in 
international trade transactions.  

If both you and your service providers are assured as to the 
legitimacy of those with whom they are dealing, it can eliminate at 
least one known source of identity theft.  Unfortunately, this will 
not totally protect against identity theft.  The best that can be 
hoped for is early identification. 

22.4.2. IDENTITY THEFT AND THE POWER OF ATTORNEY 
Customs used to require a certificate of authority from every 

importing company to prove that the person signing a Power of 
Attorney actually had the authority to bind their company, but that 
practice was abandoned in the 1970’s. 

With the passage of the Trade 
Facilitation and Enforcement Act of 
2015298 Customs Brokers are once again 
required to obtain certain information 
and documentation and to verify it in 
order to confirm authority and identity, 
changing what was merely a good practice 
into a legal requirement. 

Some importers are not going to like 
the additional requirements, but in this 
case the law actually serves to protect the 
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Comparing these comprehensive 
reports of entries or export sales to a list 
of known transactions will help you 
identify any improper use of your EIN. 

Look for the Free Offer for help in 
obtaining these reports .  (See  “Free From 
the Authors” §23 at 241.) 

legitimate importer. 
The Broker Known Importer Program can be viewed as an 

extension of that process of getting to know you.  The difference, of 
course, is that participating in BKIP should have tangible benefits 
in terms of how Customs processed your entries.  

 

22.4.3. FERRETING OUT THEFT OF YOUR IDENTITY IN IMPORT 
TRANSACTIONS 

Your Customs Broker can provide you with a list of all of the 
entries it has handled on your behalf.  This list will not reveal 
information filed by other authorized Brokers at other ports, 
couriers, nor those filed by those who have stolen your identity. 

A good practice is to, at least annually, 
obtain a complete list of entries associated 
with your EIN number regardless of who 
made the filing.  This will allow you to 
track all of your entries as well as provide 
you with the opportunity to identify in 
stances of corporate identity theft.  

These same reports can also be used to 
confirm the liquidation dates on any 
transactions that you need to Protest.  If 
you are going to make dual use of the 
reports you should consider requesting the list more often: once per 
quarter rather than just once per year. 

There are several reports that can be requested from different 
entities, each accessing the same Customs Entry database. 

 If you have access to the Automated Commercial 
Environment (ACE), then you already have access to 
that list.  Keep in mind that not all ACE reports are 
created equal. Your access gives you the full list of 
entries filed in your name regardless of the filer, while 
the report a Customs Broker can provide will only 
identify the entries they filed on your behalf. 

 If you have Continuous Customs Bond, your Surety 
may be able to provide you with a list of entry numbers 
and dates. 

 Customs Office of Financial Management can provide a 
report identifying basic entry information regarding 
liquidated entries and detailed information about only 
unliquidated entries. 

 Customs can also provide a more comprehensive list 
known as “ITRAC” or Importer Trade Activity Report 
which contains detailed information about both 
liquidated and unliquidated entries through the 
Freedom of Information Act, which will take a few 
weeks to process. 
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C-TPAT originally only applied to 
Imports.  It now also applies to exports. 

22.4.4. FERRETING OUT THEFT OF YOUR IDENTITY IN EXPORT 
TRANSACTIONS 

Electronic Export Information (EEI)s are filed with Census for 
all exports. 

In the same way that Customs can provide a list of import 
transactions undertaken under your EIN, Census can provide an 
extract of the records in the Automated Export System which were 
filed under your EIN. 

Comparing this list to your transaction logs can help to both:  
 Identity transactions which are not yours, and 
 Confirm proper filings on Routed Shipments  

                                                 
298 Trade Facilitation and Enforcement Act of 2015, Public Law No: 114-125, 130 Stat. 122 §116 (2016) 

 

22.5. SUPPLY CHAIN SECURITY 
The United States implemented as part of the post 9-11 security 

enhancements, a joint industry and trade program called Customs-Trade 
Partnership Against Terrorism (“C-TPAT”).  This program rewards 
participating companies with reduced costly inspections in exchange for 
implementation of enhanced and verifiable security practices.  

Today, other countries have implemented similar security programs 
paralleling C-TPAT and, under Mutual Recognition, those programs grant 
reciprocity. 

22.5.1. CUSTOMS TRADE PARTNERSHIP AGAINST TERRORISM 
The United States implemented as part of the post 9-11 security 

enhancements, a joint industry and trade program called Customs-
Trade Partnership Against Terrorism (“C-TPAT”).  This program 
rewards participating companies with reduced costly inspections in 
exchange for implementation of enhanced and verifiable security 
practices.  

Today, other countries have implemented similar security 
programs paralleling C-TPAT and, under Mutual Recognition, 
those programs grant reciprocity. 

C-TPAT is a voluntary enhanced supply 
chain security program.  It is a great program, 
but it may not be right for everyone.    

For importers, it offers significant benefits 
in the form of reduced level of inspection.   

For exporters, it means helping your clients receive the benefits 
of any security programs they are members of. 

For many other companies in the supply chain, such as Customs 
Brokers and Freight Consolidators, there is no direct benefit and 
they only participate because their clients require them to.  

For still other companies in the supply chain, such as foreign 
based suppliers and/or freight consolidators, domestic based 
warehouses and truckers, they are not even eligible to participate. 
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Since the program is voluntary, as an importer you have a choice. 
The bottom line in making the decision as to whether to participate 
comes down to:  Is C-TPAT worth enough in terms of dollars and 
cents of profit that I should consider it? 

The program requires more than merely establishing good 
practices; it requires persistent effort and the ability to prove that 
your procedures are actually effective. 

As part of Validation, Customs will visit both your domestic 
facilities and at least one of your foreign facilities.  And not just 
once: under the Safe Port Act this first Validation occurs within the 
first year of membership and then every three years thereafter.   

Being dropped from the program for non-performance does not 
merely put you in the same position as other non-participants; it 
paints you as high risk. 

The following are matters that you should consider in making 
the determination to participate: 

 JUST-IN-TIME vs. LARGE INVENTORIES  
If you carry large inventories for domestic distribution 

there is less of a benefit from participating in C-TPAT.  
If you rely on Just-in-Time deliveries, do drop shipments 
from the piers, or your ocean container carries time 
sensitive or perishable merchandise, a delay due to a 
Customs inspection might be a deal breaker.  

So, if your business relies on fast releases then you do 
need to consider joining C-TPAT.  

Even if your supply chain has built in delay 
contingencies, you should nonetheless evaluate the total 
annual cost of those inspections. 

 CUSTOMS INSPECTIONS 
If you have low import volumes and you are not 

receiving a lot of inspections, then it might not be 
economically practical for you to join C-TPAT.  

Inspection costs include more than just fees related 
directly to the inspection. Though often not considered 
part of the inspection costs, there are additional Per 
Diems or Detention Charges as well as Demurrage and 
Storage charges that can accrue while waiting for the 
inspection as well as the cost of cartage from the 
inspection station. 

As your volume increases and the number of 
inspections increase, resulting in more costs, then joining 
C-TPAT should be a consideration.  

 FOREIGN VENDORS 
If your company uses an ever changing selection of 

small volume vendors, then the overhead for C-TPAT 
can become prohibitive.  

On the other hand, if your company has a more stable source of 
suppliers or high volume vendors, then the program might be worth 
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considering.  

 FC VS LCL CARGO 
If the majority of your imports are Less then 

Container Load (LCL), and moves along with other 
companies' cargo, the ocean container is going to be 
inspected according to the lowest level of security within 
the container and you will not receive any substantial C-
TPAT benefits.  

If you are moving full containers or you consolidate 
your own containers, then you may be able to benefit 
from C-TPAT membership.   

 EXPORT AND IMPORT 
If you are importing and exporting only to countries 

that do not have any mutually recognized security 
programs with the U.S., the foreign country will not treat 
your cargo better than anyone else.   

If you are importing but also exporting volumes to a 
country with Mutual Recognition with the United States 
then your participation in C-TPAT can be of mutual 
benefit to you as well as your customers where they are 
located in countries with which the U.S. has Mutual 
Recognition and if they are members of their local 
security program. (See Cooperative Security Programs 
“WCO International Security Framework and Mutual 
Recognition” §22.5.2 at 232.)  

 CANADA AND MEXICO MANUFACTURERS 
If you are a foreign manufacturer in Canada or 

Mexico only, you too can join C-TPAT.  
If you ship only in response to an order from a U.S. 

based company, you are not going to benefit from C-
TPAT membership. 

If you are actively marketing your products for sale to 
U.S. based companies, then your customers, who are 
themselves members of C-TPAT, will benefit from your 
membership.  

 3 PL DOMESTIC DISTRIBUTOR 
Customs has expanded its membership in C-TPAT to 

now include certain Third Party Logistics Provider 
(3PL). Membership is limited to 3PLs that are, what is 
termed, Asset Based, which essentially means they own 
their facilities and/or equipment.  By definition, it 
therefore excludes many smaller 3PLs that prefer to rent, 
lease, engage, or purchase resources and services on an as-
needed basis rather than incurring fixed overhead. 

 NOT IMPORTER OF RECORD 
If all of your purchases are on a “landed duty paid 

basis” and you are not the importer of record because you 
have no control over your supply chain, you cannot join 



 PAGE   232 MANAGING IMPORT AND EXPORT OPPORTUNITIES AND RISKS 

 

 

C-TPAT.  
 INFORMED COMPLIANCE 

If you have an informed compliance program in your 
company, C TPAT would be a natural extension of your 
existing program. Today, in fact, even if you are not a 
member of C-TPAT, when Customs reviews your import 
practices under a Focused Assessment, they will review 
your Supply Chain Security under very similar criteria as 
that applied to participants in the C-TPAT program. 

 INTERNATIONAL ORGANIZATION FOR 
STANDARDIZATION ISO 

If your company has International Organization for 
Standardization Certification for ISO 9000, ISO 14000, 
ISO 27000, ISO 22000 or any other international 
management standards, coordinating C-TPAT with it 
can be very effective. 

22.5.2. WCO INTERNATIONAL SECURITY FRAMEWORK AND MUTUAL 
RECOGNITION 

Many countries, starting with the United States, having 
recognized the limitations of their resources in securing 
International Trade, created programs which encourage joint effort 
between industry and government in enhancing supply chain 
security.  These programs are, for the most part, voluntary and the 
increased obligations assumed by importers and exporters are 
generally balanced by a reduction in cost and delays resulting from 
cargo inspections. 

The need for better supply chain security has resulted in the 
incorporation into the international trading conventions of a 
framework for Mutual Recognition between countries of their 
respective security programs.  For example, if a company is 
approved under the Authorized Economic Operator (AEO) 
program, they will be viewed as being in compliance with the U.S. 
Customs-Trade Partnership Against Terrorism (C-TPAT).  The 
goal is to eliminate redundant activities and avoid conflicting 
requirements.  As of this date, the following countries have 
executed mutual recognition agreements under this Framework 
with the United States:   

 
COUNTRY PROGRAM NAME EFFECTIVE 
New Zealand  Secure Export Scheme  June 2007 
Canada  Partners in Protection  June 2008 
Jordan Golden List June 2008 
Japan  Authorized Economic Operator June 2009 
Korea  Authorized Economic Operator June 2010 
European Union  Authorized Economic Operator May 2012 
Taiwan/Taipei Authorized Economic Operator November 

2012 
Israel Authorized Economic Operator  June 2014 
China  Classified Management of Enterprises 

Program 
Pending 
(TBD) 
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Switzerland   Swiss Federal Customs Administration Pending 

(TBD) 
Mexico 
 

New Scheme of Certified Companies  
(Nuevo Esquema de Empresas Certificadas 
or NEEC)  

October 2014 

Singapore  Secure Trade Partnership December 
2014 

Dominican 
Republic 

Authorized Economic Operator December 
2015 

Figure 69 - Mutual Security Programs under WCO SAFE Framework. 

22.5.3. TRANSPORTATION SECURITY ADMINISTRATION (TSA) KNOWN 
SHIPPER PROGRAM 

The Known Shipper Program under the Transportation 
Security Administration (TSA) applies only to Air Freight.  It 
focuses on whether certain cargo is permitted to be transported on 
aircraft that also carries passengers or must be moved on freight-
only aircraft.  

While it affects shippers, it does not provide for direct shipper 
participation.  It is essentially a verification program implemented 
through Carriers and Freight Forwarders who are approved as 
Intermediary Air Carriers (IAC). 

Regardless of whether cargo is moving on a passenger or freight-
only aircraft, 100% of cargo is subject to screening and inspection. 

While also addressing Supply Chain Security, IAC rules are 
independent from C-TPAT and under present TSA guidelines may 
not be comingled;  interagency cooperation at its best. 

 

22.6. SOURCES OF ASSISTANCE 

Executive Briefing 

There is little reason or excuse for importers or exporters to act without 
information or assistance.  The type of information and the need for it to be 
accurate and reliable will determine the sources that should be sought out and the 
cost of the information. 

 

22.6.1. GOVERNMENT SOURCES 
Government agencies can be a good source of information with 

several provisos: 
Finding the right person and getting to speak to them can often 

be exceedingly difficult. 
Everyone that you will speak to is likely to sound knowledgeable, 

if for no other reason than the fact that they are supposed to know 
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more than you.  That does not mean that they know enough to give 
an answer that can be relied upon. 

Most government officials, while pleased to provide general 
information, will not give an opinion that can be relied upon 
without having all the facts in writing. 

Information obtained informally is not binding and therefore 
should not be relied upon. 

22.6.2. CUSTOMS BROKER 
A good Customs Broker can be an excellent source of 

information with respect to import transactions, Customs matters, 
and, in some cases, the requirements of other agencies.  Many 
Customs Brokers are also Freight Forwarders, Truckers and NVOs 
and therefore can also be a good source of practical information and 
services regarding the logistics of both imports and exports.  Be 
aware that Customs Brokers are paid to provide 'best efforts', which 
is not a warranty of correctness.  While many are extremely 
knowledgeable and experienced, consider consulting Customs 
Counsel when planning a major program which will have 
substantial long term impact or when more than ministerial 
problems arise.  

Customs Today is a magazine published by U.S. Customs and 
Border Protection, formerly the U.S. Customs Service.  It being 
unusual for the magazine to include articles from the private sector, 
this article, published in 1973 appeared with the note “(The author 
is a licensed Broker…, President of Leading Forwarders, Inc. in New 
York, and President of the National Customs Brokers & 
Forwarders Association of America, Inc.  He wrote this article at the 
editor’s request.)”.  It remains one of the most accurate descriptions 
of what a Customs Broker is and what services they perform.   

 
 

- Continued on next page – 
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23. FREE FROM THE AUTHORS 

23.1. FERRETING OUT IDENTITY 

THEFT IN YOUR 

INTERNATIONAL TRADE 

TRANSACTIONS  
There are certain things that 

an importer and exporter can do 
to both protect themselves from 
identity theft and simultaneously 
achieve better control over their 
trade transactions. These reports 
are either free or relatively 
inexpensive, and only need to be 
requested periodically.  They 
include: 

 Making an annual 
request to Customs 
and Border Protection 
for a list of all entries 
made under your EIN. 

 Making an annual 
request to Census for a 
list of all exports in 
which you are identified 
as the U.S. Principal 
Party in Interest. 

 Protecting others is a 
way of protecting yourself. Asking your Customs Broker and 
Freight Forwarder to utilize Trade-ID identity verification 
systems, which is an industry tool for verifying corporate identities 
in international trade transactions, if they are not already doing so.  

 If you have previously been a victim of corporate identity theft, 
adding your name to Trade-ID’s Identity Theft Watch List, puts 
all Customs Brokers and Freight Forwarders using the system on 
notice should they get a request to do business under your EIN, 
and allows you to exercise extra caution to ensure it is actually you 
requesting their services. 

The authors of Managing Import and Export Opportunities and Risks 
believe that these steps are sufficiently important: 

 If you have already been the victim of corporate identity theft or 
believe that you are at prime risk of identity theft in your 
International Trade transactions, we will work with your Customs 
Broker or Freight Forwarder to add your details to the industry 
Watch List. 

 With respect to your import transactions, once per year we will 
assist you in obtaining the ITRAC report from Customs and 
Border Protection.  You will only be responsible for any 

Free Offer 
If someone is using your identity for 

their import or export transactions they are 
ruining your reputation with the government 
and that could delay your shipments and cost 
you money. 

The U.S. government offers several 
trade related reports which, similar to a credit 
report, can help you identify unauthorized 
transactions undertaken in your name.  

We will send you model request forms 
and instructions on how you can get your own 
reports.  Sign up for your instruction package 
at: 

 

ShayneLawGroup.com/IdentityTheftHelp 
 

We do not charge for this. 
We do not make unsolicited follow-up calls. 
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disbursements or charges from Customs along with any courier 
charges. 

 With respect to your export transactions, once per year we will 
assist you in obtaining from Census copies of the Automated 
Export System records filed in your name. You will only be 
responsible for any disbursements or charges from Customs along 
with any postage. 

23.2. SPIRAL APPROACH TO IMPLEMENTING AN INFORMED COMPLIANCE 

PROGRAM 
There are as many ways to 

create an Informed Compliance 
Program as there are companies. 

What is important is not the 
complexity of the program but 
that it addresses how your 
business actually functions.  
Creating a program does not have 
to be an overly burdensome task.  
What it has to be is … done.  Not 
just because it is the law, but 
because no company is perfect 
and having one will help you 
minimize your exposure to 
problems, if and when issues 
arise. 

The Spiral Approach is the 
product of 40 years of experience 
working with both importers and 
exporters, helping them both 
create effective programs and 
guiding them through government reviews. 

The Spiral Approach will walk you through 8 phases of program creation 
and maintenance.  Those 8 phases start with a review of as little as one file for 
each type of transaction your company has.  It is 
designed to delve progressively deeper into details, if 
required, until a complete program results. 

Essential to the program development is an 
understanding that most things a company does will, to 
some extent, be fully compliant.  The goal is, therefore, 
NOT to replace your existing protocols, which only 
puts extra work on the plate of already over-burdened 
staff, and which would only be ignored anyway, but to 
understand the way in which your business operates so 
that minor, rather than major, changes can be 
implemented. 

We can help you get your Informed Compliance program started.  The 
package is free for the asking.  But it is up to you to take the first step by 
asking for it. 

Free Offer 
Having Best Practices memorialized in 

an Informed Compliance Program is an 
important tool in avoiding trade risks. 

“Informed Compliance the Easy Way” 
shows you how to establish a program through 
eight phases implemented in, what we’ve 
termed a Spiral Approach. 

Available Spring 2017 the updated 
program will includes all worksheets and 
questionnaires. 

Sign up for it now and we will email 
you when it is available for download. 

 

ShayneLawGroup.com/SpiralComplianceHelp 
 

We do not charge for this. 
We do not make unsolicited follow-up calls.
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